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1 DIVERSITY AND INCLUSION IN THE BLOCKCHAIN REALM

A. Smart Contract - The Origin

Since its introduction in 2015, Smart-Contract-enabled Blockchains have advanced 
significantly. At the time of this writing, there are more than ten popular smart contract 
platforms. They run on various blockchain networks, use different smart contract 
languages and consensus mechanisms. These smart contracts power many businesses and 
applications, from traditional finance and insurance to crypto investments and major 
crypto exchanges.
 
For the sake of clarity, let us first define a smart contract platform as a framework for 
building decentralised applications. It’s like an operating system, but instead of 
applications running on the operating system, the blockchain and its smart contracts 
function as the operating system (OS) and underlying framework. Just like the OS helped 
launch the dot-com revolution, smart contracts are the building blocks that help establish 
their next-generation descendants with decentralised control.

This technology helps eliminate intermediaries (aka middlemen) in most transactions, 
minimise errors, and cut costs. It makes everything more efficient, especially in finance, 
gaming, and ownership rights, plus it allows users to be part of the network.

The smart contract paradigm went into the spotlight in 2015 when Vitalik Buterin created 
Ethereum, featuring Solidity, a Turing-complete smart contract language — allowing for the 
development of various smart contracts on a blockchain. His goal was to empower people 
to build and rapidly deploy efficient and secure decentralised applications. Solidity gives 
developers a lot of flexibility and allows them to write contracts that can solve almost any 
computational problem.

In a nutshell, a smart contract is If This Then That logic. So if we created a code on the 
blockchain that states that “if person A puts money into X contract, then the Y action is 
executed and a digital contract is sent to person B. Then a Z action will happen.” Smart 
contracts trigger a domino effect, where you need a pre-existing event to begin the 
following action. Imagine a vending machine, where you put in a dollar, type in a code, and 
depending on your action, you get a can of soda or a bag of chips. That code that you 
typed executed the command that triggered that soda fall from the vending machine.
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B. Notable Smart Contract Platforms

Fast forward to 2022, we have numerous smart contract platforms. These smart contract 
platforms compete in three key areas: scalability, security, and decentralisation. It’s very 
difficult to have all three of these areas, and this problem is known as the blockchain 
trilemma. Most smart contract platforms have managed to be strong in two out of three of 
these areas, but weaker in the remaining area. For example, Ethereum is incredibly secure 
and decentralised, but lacks scalability. In contrast, Binance Chain lacks meaningful 
decentralisation, but is still secure and is highly scalable. In the following, we shall visit a few 
prominent smart contract platforms:

ETHEREUM: Ethereum was the first smart contract platform. Being the first layer 1, it 
has established itself as the leader of the pack and has the largest market cap by a 
factor of 5. One of the key things to note about Ethereum is the Ethereum Virtual 
Machine (EVM). The EVM is the decentralised computer that developers interact 
with when writing smart contracts on Ethereum. It’s important to highlight in this 
article, as a number of other layer 1 blockchains are EVM compatible, including 
Binance Smart Chain and Avalanche. That means they use the same code as 
Ethereum and developers can easily deploy their projects across multiple 
blockchains and strengthen the ecosystem of EVM developers (they all use the 
programming language Solidity).

BINANCE SMART CHAIN: The Binance Smart Chain (BSC) is one of the most popular 
blockchains amongst users. Its low fees make it an attractive chain for people with 
limited funds and it has received extensive support from the Binance exchange. 
While BSC builds upon Ethereum, it has a few key distinguishing features. First, 
blocking time is much shorter than Ethereum, e.g. 5 seconds or even shorter. Second, 
it requires limited time to confirm the finality of transactions, e.g. around 1 min level 
or shorter. Third, there is no inflation, the block reward is collected from gas fees, and 
gas will be paid in BNB. Fourth, it enables the system to be compatible with 
Ethereum as much as possible. Finally, it equips modern staking-based network 
governance.
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COSMOS BLOCKCHAIN: Cosmos is a Layer 0 blockchain with ±140 validators and an 
inter-blockchain communications protocol. This blockchain aims to create a network 
or an ecosystem of blockchains that communicate with each other, an internet of 
blockchains so to speak. Most blockchains on Cosmos have a limited number of 
validators. Cosmos will soon introduce new roadmap features that are planning to 
bring a lot more utility for the ATOM token. For example, for staking derivatives and 
cross-chain staking. You can use Cosmos as a platform for scalable smart contracts 
and as a medium for a decentralised exchange. Tendermint, the consensus algorithm 
of Cosmos, is extremely high-speed and can handle the flow of information between 
various blockchains using Proof of Participation (PoS). Tendermint takes scalability 
to a new level and can reach more than 10.000 transactions per second, making 
Cosmos one of the most efficient smart contract platforms out there.

NEAR PROTOCOL: Another top smart contract platform is Near Protocol. This 
protocol was founded by ex-Google and Microsoft software developers. They raised 
$50M in the first four months without even having anything built just by presenting 
their innovative solutions for blockchain technology. Near protocol has 
approximately 60 validators, so it is slightly centralised as of today. Near is built on 
a new layer one blockchain. It is sharded and uses the delegated proof-of-stake 
consensus that allows for scalability and security. According to their website, they 
are building an infrastructure for Web 3.0 to make it impossible for tech giants to 
steal your personal data and for governments to shut the internet down. Their 
specific proof-of-stake protocol is called DoomSlug. DoomSlug allows Near to 
achieve practical finality after just one round of communication. It means that 
instead of waiting for 35 extra blocks on Ethereum, on Near, you just have to wait for 
one. Therefore, Near allows processings transactions quickly and securely. Their 
sharding mechanism is quite unique too. Unlike many other blockchains that use side 
chains, Near has its own mechanism, called NightShade, where they use shards. The 
main blockchain has snapshots of all of these shards. Each shard only has 100 seats, 
and each seat allows you to be a validator. The cost of a validator rises as more 
people join the shard.

SCALE/
BRIDGE

STABLE
COIN
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ALGORAND BLOCKCHAIN: Algorand is a relatively fast and inexpensive (0.001 
Algos per transaction) network with 1,000 transactions per second. Algorand’s 
smart contracts can support the needs of almost any dApp. It provides 
programming three languages that offer the right balance to developers: Python, 
Reach, and Clarity. This smart contract platform is one of the favourites for asset 
management platforms and asset issuers. It’s the first carbon-negative system that 
offers fast smart contracts with the same speed as other transactions at Layer 1. 
Algorand Virtual Machine (AVM) executes smart contracts and is rapidly improving. 
Soon, AVM will enable Turing-complete programming languages for smart contracts. 
It is similar to Ethereum, where developers write smart contracts in Solidity and then 
compile them to bytecode for the Ethereum Virtual Machine (EVM) execution.

AVALANCHE PROTOCOL: Avalanche blockchain has rapidly grown in popularity 
among smart contract developers, and there are good reasons for that. This protocol 
is interesting because, unlike other blockchain networks, it can survive a “more than 
51%” attack. In fact, if you want to control Avalanche, you need at least 80%. That’s a 
lot! This blockchain can process transactions faster than most blockchain networks 
today without compromising security and decentralisation. Algorand uses a 
three-chain subnet architecture and an exceptional consensus protocol that 
combines the benefits of Nakomoto consensus and all the upsides of classical 
consensus mechanisms without sacrificing decentralisation. The three-chain subnet 
architecture means that Avalanche is made up of three blockchains, giving 
developers maximum flexibility and control over applications. While not all of the 
so-called “Ethereum killers” are EVM compatible, Avalanche is. This is a massive 
benefit because developers can seamlessly port their dApps from Ethereum at a low 
cost. As a result, developers don’t have to learn a new programming language to 
write smart contracts on Avalanche. Another advantage of this protocol is that it 
makes it easy to be a validator. You don’t need any expensive specialised hardware 
to participate in the network. It’s an incredibly lightweight protocol, making 
computing requirements very modest. You just need to have 6 GB of RAM and 200 
GB of space.

PRIMARY NETWORK
Validate Avalance’s built-in blockchains

EXCHANGE (X) CHAIN

Avalanche Consensus Protocol
Creates Assets
Exchanges Assets

PLATFORM (P) CHAIN

Snowman Consensus Protocol
Coordinates Validators
Creates Subnets

CONTRACT (C) CHAIN

Snowman Consensus Protocol
Executes EVM Contracts
Smart Contracts

Asset 1
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AVAX

Custom Chain 1

Custom Chain 2

Members must stake AVAX tokens
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POLKADOT RELAY CHAIN: The Polkadot is an ecosystem of individual blockchain 
united under one network. Therefore, in its essence, it is not a smart contract 
platform. However, since it has parachains connected to the relay chain, these 
parachains support smart contracts. To launch smart contract functionality, Polkadot 
introduced Moonbeam. It is a smart contract platform that allows developers to build 
natively interoperable dApps. If there is one thing to mention about Polkadot, it 
would be Substrate. It is a development framework that provides an almost unlimited 
canvas for developers’ experiments. Substrate gives developers complete control of 
the economics, consensus, underlying storage, and state transaction rules of the 
network. Substrate has a built-in contract pallet. Moreover, Polkadot allows 
parachain to implement EVM and support almost straightforward ports of Ethereum 
smart contracts. The design of Polkadot allows for shared securing within the 
network to reduce the load on parachain builders and provide parachains with a 
framework to communicate with each other. 

CARDANO PLATFORM: In September 2021, Cardano went through one of the most 
critical upgrades in the history of its mainnet — Alonzo. We are currently in the third 
development cycle of Cardano, Goguen, the central part of which is the integration 
of smart contracts. Alonzo mainnet upgrade introduced a significant step forward in 
the development of the Cardano network. This cycle also launched a 
special-purpose language for the network, Marlowe, that allows financial contracts 
to be written in the financial language instead of using general-purpose 
programming languages on the blockchain. Cardano is already gaining mainstream 
adoption in the supply chain. This upgrade will push this smart contract platform 
further into the finance and insurance sectors. The next step for smart contracts on 
Cardano will be to allow them on mobile devices without downloading the entire 
blockchain. Unlike other blockchains mentioned in this article, Cardano does not 
promise ground-breaking features as it emphasises a research-driven approach. It 
uses scientific research that gets its code verified mathematically and all Cardano’s 
updates are tested by academics and peer-reviewed by experts. As a result, updates 
are quite slow for Cardano due to the long backtesting process.

SOLANA BLOCKCHAIN: Solana is a rapidly growing, permissionless, 
high-performance blockchain, offering lightning-fast, scalable and cheap 
transactions. This blockchain supports smart contracts built with C++, C, and Rust 
programming languages. There are many exciting DeFi projects within Solana’s 
ecosystem thanks to its scalability, sub-second block times, and ability to process 
thousands of transactions per second. Solana uses Byzantine Fault Tolerant (BFT) 
consensus that utilises a Proof of History cryptographic function. In traditional 
blockchains, a single process verifies and gathers all the transactions that are 
included in the next block. In contrast, Proof-of-History allows the events to be 
processed in parallel, helping boost the network’s performance. The crucial 
difference between Solana and EVM-based contracts is that external accounts can 
interact with smart contracts deployed on Solana and store data related to program 
integration, creating a logical separation of accounts and contract logic. Accounts 
on Solana can store data, such as wallet information, while Ethereum accounts are 
just references to users’ wallets.
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2 THE NEED OF INTEROPERABILITY

Although all the aforementioned smart contract platforms have attracted a significant 
number of DApps and practical use-cases, they are mostly still operating in a siloed fashion. 
Consequently, developers and users are forced to choose a specific smart contract 
platform, and they do consider this as one of the most important decisions in developing 
decentralised applications.

We argue that this is a sub-optimal approach to the decentralised economy. Instead, we 
should promote smart contract interoperability (or blockchain interoperability), which is 
the ability for different smart contract platforms to interact with each other. This means 
that users on one platform can communicate and interact with users on another platform, 
as well as share data and content.

Smart contract interoperability is important for several reasons. First, it allows DApps to 
interact with a larger number of other DApps, which can lead to new use cases and 
opportunities for their users. Second, it helps to create a more cohesive and connected 
decentralised landscape, and by its extension, the decentralised economy. Finally, it can 
help to reduce the barriers to entry for new developers and users, as they can start using 
any platform that they like without having to worry about being locked out of other 
platforms.

The foundation of blockchain interoperability is cross-chain messaging protocols, which 
enable blockchains to read data from and/or write data to other blockchains.

Cross-chain messaging protocols support the creation of cross-chain decentralised 
applications (dApps), where a single unified dApp can function across multiple different 
smart contracts deployed across multiple different blockchains. Cross-chain dApps differ 
from multi-chain dApps in that a multi-chain dApp often deploys the same application on 
multiple blockchains, but each instance is an isolated set of smart contracts with no 
connection to other blockchains.

Transaction 1

1 2 3
Leader

(PoH generator)

Verifier 1 Verifier 2

State
0x23432

State
0x23432

State
0x23432

Transaction 2

Transaction 3
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Cross-chain dApps that leverage cross-chain messaging protocols can be limited in scope; 
token bridges, for example, only exist to enable tokens on a source blockchain to be 
transferred to a destination blockchain. However, arbitrary data messaging protocols 
provide more generalised cross-chain functionality, which can support more complex 
dApps such as cross-chain decentralised exchanges (DEXs), cross-chain decentralised 
money markets, cross-chain NFTs, cross-chain decentralised autonomous organisations 
(DAOs), and various types of modularized applications.

The current Web3 landscape is becoming increasingly multi-chain and multi-layered. There 
are already more than 100 layer-1 blockchains (i.e. base-layers) and an increasing number 
of layer-2 and eventually layer-3 networks that exist on top of base-layer blockchains. 
Layer-2 and layer-3 networks are essentially separate blockchains that anchor part of their 
security to a base layer (e.g. rollups).

The proliferation of base layers and layer-2 networks is the result of an expressive design 
space for blockchain technology and blockchain ecosystems. Blockchains compete for 
developers and applications by optimising their protocols to support certain feature 
sets—usually by making tradeoffs with other features. For instance, some blockchains 
focus more on decentralisation and censorship resistance than throughput and 
composability at the base layer while other blockchains opt to build in native privacy 
functionality at the expense of new security assumptions in trusted hardware.

Given the wide variety of blockchain ecosystems, it’s critical that all these distinct on-chain 
environments are able to interoperate. This is particularly important for developers wanting 
to build cross-chain/modularized applications that maintain a single global state and 
unified liquidity across numerous on-chain environments. It’s also important for application 
developers wanting to tap into the unique assets and features of each blockchain.

CHAIN A SMART CONTRACT CHAIN B SMART CONTRACT
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sets—usually by making tradeoffs with other features. For instance, some blockchains 
focus more on decentralisation and censorship resistance than throughput and 
composability at the base layer while other blockchains opt to build in native privacy 
functionality at the expense of new security assumptions in trusted hardware.
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to build cross-chain/modularized applications that maintain a single global state and 
unified liquidity across numerous on-chain environments. It’s also important for application 
developers wanting to tap into the unique assets and features of each blockchain.

Blockchain interoperability protocols are equally important for traditional systems that 
need to interact with many different blockchains from their existing backends. 
Interoperability protocols are foundational to building blockchain abstraction layers, which 
allow traditional backends and dApps to interact with any on-chain environment via a 
single blockchain middleware solution. Without a blockchain abstraction layer, Web2 
systems and dApps would need to build separate, in-house implementations for each 
cross-chain interaction they want to leverage—an incredibly time-consuming, 
resource-intensive, and complex process.

In order to materialise the decentralised economy, it is important to ensure blockchain and 
smart contract interoperability. DCOMY is working towards this end by developing various 
inter-blockchain communication protocols, catered for various use-cases. While we leave 
tedious technical details to our yellow paper, we highlight the three major functions of our 
platform.

3 DCOMY
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A. Indexing Web 3.0

It is not an over-exaggeration concluding that Google serves as a gateway to the current 
Internet. While there are billions of websites in existence today, hardly any of us directly 
visit any of them without first searching for them on Google. This highlights the importance 
of Google in the current Web 2.0.

What Google does is essentially continually crawling and indexing the Web. Upon our 
searches, Google then presents us with their indexing. While this sounds simple, it is in fact 
a great technological feat. 

For Web 3.0 and the decentralised economy to thrive, we need a Google-like gateway for 
blockchains. DCOMY provisions this by continually tracking and indexing the various major 
smart contract platforms.

While our framework extends to various blockchain, for the sake of clarity, we focus our 
description on Ethereum. Projects with complex smart contracts like Uniswap and NFTs 
initiatives like Bored Ape Yacht Club store data on the Ethereum blockchain, making it 
really difficult to read anything other than basic data directly from the blockchain.

In the case of Bored Ape Yacht Club, we can perform basic read operations on the contract 
like getting the owner of a certain Ape, getting the content URI of an Ape based on their 
ID, or the total supply, as these read operations are programmed directly into the smart 
contract, but more advanced real-world queries and operations like aggregation, search, 
relationships, and non-trivial filtering are not possible. For example, if we wanted to query 
for apes that are owned by a certain address, and filter by one of its characteristics, we 
would not be able to get that information by interacting directly with the contract itself.

Blockchain properties like finality, chain reorganisations, or uncled blocks complicate this 
process further, and make it not just time consuming but conceptually hard to retrieve 
correct query results from blockchain data.

DCOMY solves this with a decentralised protocol that indexes and enables the performant 
and efficient querying of blockchain data. These APIs (indexed "subgraphs") can then be 
queried with a standard GraphQL API. Today, there is a hosted service as well as a 
decentralised protocol with the same capabilities. Both are backed by the open source 
implementation of DCOMY Node.

DCOMY learns what and how to index Ethereum data, and then provides a description that 
defines the smart contracts of interest for a subgraph, the events in those contracts to pay 
attention to, and how to map event data to data that DCOMY will store in its database.
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The flow follows these steps:

- A decentralised application adds data to Ethereum through a transaction on a 
smart contract.
 
- The smart contract emits one or more events while processing the transaction.
 
- DCOMY Node continually scans Ethereum for new blocks and the data. 

- DCOMY Node finds Ethereum events of interest in these blocks and runs the 
mapping handlers you provided. The mapping is a WASM module that creates or 
updates the data entities that DCOMY Node stores in response to Ethereum events. 

- The decentralised application queries the DCOMY Node for data indexed from the 
blockchain, using the node's GraphQL endpoint. The DCOMY Node in turn translates 
the queries into queries for its underlying data store in order to fetch this data, 
making use of the store's indexing capabilities. The decentralised application 
displays this data in a rich UI for end-users, which they use to issue new transactions 
on Ethereum. The cycle repeats.

DCOMY
API

STORE

MAPPING
WASM Module

dApp

Queries

EventsTransactions

Smart
contracts
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An atomic cross-chain swap is a distributed coordination task where multiple parties 
exchange assets across multiple blockchains, for example, trading bitcoin for ether. 
Technically, an atomic swap protocol guarantees if all parties conform to the protocol, then 
all swaps take place, if some coalition deviates from the protocol, then no conforming party 
ends up worse off, and no coalition has an incentive to deviate from the protocol.

Existing solutions primarily rely on a trusted bridge to implement the cross-chain swap. 
While this approach is trivial to implement, the trust issue is of great concern. In contrast, 
DCOMY takes a provably-secure cryptographic approach to implement the atomic 
cross-chain swap. That is, the correctness and robustness of our platform is guaranteed by 
cryptography, and it requires no trusted party.

In an atomic swap, two token owners agree to exchange their tokens for any amount they 
agree on. The smart contract program sees that they both agreed to it, so it executes the 
trade for them. The transaction is recorded in the blockchain and validated by the network 
nodes, and then a new block is opened for another transaction. The transaction cannot be 
reversed. Both parties must agree to another transaction to exchange the tokens again if 
they would like them back.

In DCOMY, an atomic swap uses a Hashed Timelock Contract (HTLC), which functions as a 
two-way virtual safe. As its name implies, this contract utilises a sophisticated 
mathematical-based encryption mechanism called a hash function. Also, it introduces a 
time constraint such that transactions are reversed when either of the parties involved does 
not fulfil their sides of the bargain within a predefined time frame. For example, the two 
parties involved may agree to set a two-hour time constraint for the atomic swap. In this 
scenario, the contract will return the deposited coins to their original owners when 2 hours 
elapses and not all of the trading conditions have been met.

B. Atomic Cross-Chain Swap

Tx6Tx1

Tx2

Tx5Tx3

Tx4

Refund after 48 hours, only if swap aborted

Bob BTC AddressAlice BTC Address

Bob LTC Address Alice LTC Address

Reveal S

HTLC Address

HTLC Address
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HTLC requires both parties to acknowledge receipt of funds within a specified timeframe. 
If one party fails to confirm the transaction within the timeframe, then the entire 
transaction is voided, and funds are returned. This eliminates counterparty risk, or the risk 
that one party will accept the offered coins and decline the transfer of their coins. For 
instance, suppose Jane wants to convert 1 BTC to an equivalent number of Litecoins with 
John. She submits the transaction through an atomic swap-capable wallet. A 
cryptographic hash function generates a hex number to encrypt the transaction during this 
process. The process is repeated at John's end. Both Jane and John unlock their respective 
funds using their encrypted numbers. They have to do this within a specified timeframe, or 
the transfer will not occur. The HTLC within the blockchains then executes the trade.

Another important detail about the HTLC is that it requires two cryptography or encrypted 
keys:

Atomic swap is considered a critical blockchain mechanism because it eliminates the need 
for intermediaries such as crypto exchanges. With this, traders can execute cross-chain 
trades without relying on the infrastructures of centralised trading platforms. Since 
intermediaries are sidelined while using atomic swaps, the transactions are fast, more 
affordable, and void of security incidents associated with custodial-based exchanges. All 
these benefits allude to the autonomy that atomic swap provides. In other words, users 
have more control over their assets since all trades are executed directly from their 
personal wallets.

HASHLOCK KEY: This key ensures that trades are only finalised when both parties 
submit cryptographic proofs (more on this later) that they have fulfilled their sides 
of the transaction. 

TIMELOCK KEY: This is designed as a safety mechanism that helps traders set a 
deadline for atomic swaps. The mechanism ensures that deposited coins are 
returned to traders when the swap is not completed for one reason or the other 

before the deadline elapses.

hash-lock secret

CHAIN A CHAIN B

Bob Joe

token A

Bob Joe

token B
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Furthermore, the cross-chain trading mechanisms of atomic swaps promote a more 
interoperable crypto ecosystem. Thanks to atomic swaps, it is becoming easier to conduct 
transactions across multiple blockchains. Lastly, atomic swaps eliminate counterparty risk 
since trades are either completed or never happen.

While the core idea of decentralisation does champion transparency, there are some 
situations in which the information needs to be treated as privileged. In such situations, the 
information should only be accessible to relevant parties, instead of publicly visible to any 
party. While we use the crypto-currency mixer as our driving and motivating use-case, our 
technology can be extended to other applications as well.

It is well-known that crypto-currency users can stay pseudo-anonymous by generating 
multiple cryptographic addresses that are used to receive funds; the users’ transaction 
records are publicly available on the blockchain. In other words, Bitcoin’s 
pseudo-anonymity can be regarded as publishing everyone’s credit card statements, with 
the names redacted but the “account numbers” (i.e., cryptographic addresses) and 
payment amounts visible. The privacy of Bitcoin users can thus be violated by an adversary 
who is able to link multiple transactions.

Indeed, various works have shown how to deanonymize a large fraction of Bitcoin 
addresses. For instance, a research from University of California, San Diego introduced 
efficient heuristics for clustering Bitcoin addresses that group all the addresses that are 
controlled by the same user1. This work linked 5000 addresses to users who publicly 
posted their information on public forums or websites. Furthermore, without anonymous 
transactions, the fungibility of the Bitcoin currency is at risk. This is because the coins in 
circulation could be considered tainted to certain degrees.

C. Privacy-Preserving Crypto-Currency Mixer
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DCOMY employs a new design point in the space of crypto-currency mixers, which 
provisions a mixing protocol and system that withstands an adversarial operator who aims 
to steal coins submitted to the mixer, or aims to violate the promised anonymity guarantees 
(e.g., unlinkable transactions or guaranteed mixing set size).

Our solution incurs a mixing time of only a few seconds for anonymity set sizes of 
thousands of users, while defeating a variety of well-known attacks in a strong threat 
model. Further, DCOMY mixing protocol is much simpler than previous protocols that rely 
on complex cryptographic operations to achieve similar or weaker security goals.

As an overview of technical details, we utilise the hardware-based trusted execution 
environments (TEE) to protect its mixing operations from potentially malicious software 
components (including the operating system) of the mixer platform. Our solution isolates 
its codebase from malicious operators and prevents them from disrupting the mixing 
operations (e.g., stealing users’ deposits);  allows users to verify the correct implementation 
of the promised anonymity guarantees (unlinkability, minimum mixing set size) before they 
submit their coin deposits; and maintains a TEE-based simple protocol architecture and 
thus exhibits extremely efficient mixing operations.

DCOMY mixer has a generic design that is compatible with various trusted execution 
environment techniques. In this work, we implement DCOMY mixer using a recent trusted 
computing capability called Intel SGX. Intel SGX allows applications to be run in a special 
memory region, called an enclave, isolated from all other software on the platform. The 
content of the enclave can be remotely attested, and is encrypted during runtime when 
stored in RAM — which provides strong memory integrity and confidentiality.

TRUSTED CODEUNTRUSTED CODE
Call 
gate

Create enclave

Trusted function

Execute

SGX user libraries

Architectural Enclaves

SGX AESM

Return

Return

Call trusted function

... LE QE PE



16

Although trusted execution environments (specifically SGX in our paper) offer strong 
memory isolation that can enhance the security and efficiency of Bitcoin mixers, malicious 
mixer operators could still potentially control the entire worldview of the enclaved mixer, 
by manipulating inputs that are sent to the mixer. This creates nontrivial design challenges. 
First, the malicious mixer operator can selectively prevent benign users from participating 
in the mixing service, in order to reduce the anonymity set size of a mixing operation. 
Second, the malicious mixer operator can block or modify the blockchain feeds from the 
outside world to the enclaved mixer, with fake or stale blocks that may “eclipse” the 
worldview of the enclave. Worse still, the eclipsed view may then allow de-anonymization 
by a state-rewind attack on the SGX enclave.

To overcome these challenges, the DCOMY mixer design removes all direct network 
interactions between users and the mixer, by employing an indirect deposit method via the 
blockchain itself. Since the users never communicate with the DCOMY mixer server and 
instead interact only with the decentralised Bitcoin network, benign user participation is 
assured, and IP-level de-anonymization attacks are mitigated. DCOMY mixer is also 
carefully designed to be stateless, eliminating the adversary’s advantage from rewinding 
the mixer’s state to the past. We show that an eclipse attack against our mixer reduces to 
a simple denial-of-service attack by the malicious operator, which is well handled by the 
DCOMY mixer’s guaranteed refund mechanism.

DCOMY launches the DCO token as a native utility token for the DCOMY ecosystem. DCO 
are minted on the Ethereum Blockchain, adhering to the ERC20 standard. It has a total 
supply of 888,000,000. The contract address is

DCO Token will be initially offered to the community via various phases, each with a 
different offering price. The first phase is scheduled to commence in early January 2023. 
The offering proceeds from one phase to the next as soon as the token allocation for the 
previous phase is exhausted. There is a cut-off date for the token offering, at which time all 
unsold tokens will be burnt.

We plan to offer to the community 50% of the tokens supply. Proceedings collected from 
this offering, in its entirety, will be used to cover technical and infrastructure development 
expenses of the DECOMY Platform.

4 DCO

0X2A304FDA5A85182DCA1D03741BB2F07881B9E095

A. Token Offerings
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B. Token Distribution

The total supply of DCO will be distributed following this breakdown:

C. Token Utility and BuyBack

DCO is used as a utility token in DCOMY, serving as a means of payment for all on-chain 
activities. When a DApp incurs on-chain activities on multiple blockchains, it can pay for all 
transaction and gas fees using DCO alone. The platform will implicitly convert part of the 
collected DCO to the corresponding native currencies of the underlying blockchains, which 
are then consumed by the miners and validators on those blockchains.
 
Once the platform is fully functional, it is expected to generate a healthy and sustainable 
source of revenue and profit. 50% of the profit will be used to purchase DCO tokens from 
the market at the prevailing price. Such tokens are then burnt off. This mechanism is a way 
to share profit to the community of token holders. As the token supply decreases, while the 
demand grows in accordance with the expanding utility and more expressive use cases, it 
is likely that the token price shall appreciate accordingly.
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5 FUTURE WORKS

6 TEAM

DCOMY has a carefully planned agenda to follow. We detail here key milestones and their 
projected timeline:

Q1-2023: Integrating with Ethereum and Binance Smart Chain

Q2-2023: Integrating with Solana and Tron

Q3-2023: Integrating with Cardano and Cosmos Blockchain

Q4-2023: Integrating with Algorand, Avalanche and Near Protocols

Q1-2024: Cross-Chain DApp Synthesis SDK

Q2-2024: Native support for zk-SNARKS

Q4-2024: Integrating major Web 3.0 applications

1. CEO - Gopesh Bhatia
A highly-educated and experienced professional in the field of information 

technology and security governance. Gopesh holds a Master's degree in 

Information Technology from the University of South Australia. He has 

applied their expertise in various roles, including their current position as 

the Senior Manager of Group Information Security Governance at AIA, a 

leading global insurance company.

2. CTO - Mathis Koch
A highly-educated and experienced professional in the field of information 

technology and security governance. Gopesh holds a Master's degree in 

Information Technology from the University of South Australia. He has 

applied their expertise in various roles, including their current position as 

the Senior Manager of Group Information Security Governance at AIA, a 

leading global insurance company.



19

3. COO - Viktor Posse
A successful business professional with a background in economics and a 

passion for investing. He earned their Bachelor of Commerce degree from 

Western Sydney University, with a major in economics. Viktor has applied 

their expertise in various roles, including their current position as a partner 

at API Group. He is also an active investor in startups, with a particular 

interest in blockchain and private equity.

4. CHRO - Elizabeth Harnish
Known for her strategic thinking and ability to provide valuable insights to 

clients. She had been working in a global recruitment firm covering 

mandates across Cyber Security and Infrastructure, which allows her to 

gain valuable experience in the consulting industry. Prior to joining 

DCOMY, she was at Kerry Consulting's Technology Practice, primarily 

recruiting talents in the areas of Cyber Security and Technology GRC.

5. Tech - Bentley Mccoy
Earned his Master of Engineering degree from Oxford Brookes University 

and has since applied their expertise in various roles. He began his 

professional journey at Cognizant before moving on to Cloudinary. He has 

a track record of improving site performance, user interface, and 

availability management for top websites. Bentley is known for their ability 

to bring user friendliness to the Web 3.0 sphere.


